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The following pages contain screen prints and additional step
by step procedures to create a MIAP account

From any browser go to URL https://miap.csd.disa.mil

Click on ENTER MIAP PORTAL

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

You are accessing a U.S. Government (USG) information system (IS) that is
provided for USG authorized use only.

By using this IS (which includes any device attached to this 1S), you consent to the following conditions:

= The USG routinely intercepts and monitors communications on this IS for purposes including. but
not limited to. penetration testing. COMSEC monitoring. network operations and defense.
personnel misconduct (PM). law enforcement (LE). and counterintelligence (Cl) investigations.

= At any time. the USG may inspect and seize data stored on this IS

= Communications using. or data stored on. this IS are not private. are subject to routine monitoring
interception. and search. and may be disclosed or used for any USG authorized purpose.

= This IS includes security measures (e.g.. authentication and access controls) to protect USG
interests—not for your personal benefit or privacy.

= Notwithstanding the above. using this IS does not constitute consent to PM. LE or Cl investigative

searching or monitoring of the content of privileged communications. or work product. related to

personal representation or services by attorneys. psychotherapists. or clergy. and their assistants
Such communications and work product are private and confidential

Enter MIAP Portal

Home | About DISA | Security & Privacy T

PfRTSimation Act | No Fear Act Notica | DoD

Note: If you already have a MIAP ACCOUNT, THEN CONTACT MIAP Online
support and have the ‘OKC’ Community of Interest (COI) added to your

account. Once you have OKC COI added GO to session Selection and Terminal
Setup on Page 8.

NOTE: The screenshots shown are representative — not actual

20of17


https://miap.csd.disa.mil/

New Users will need to click on ‘SIGN UP’

the “Create New Account” tab.

DEFENSE INFORMATION SYSTEMS AGENCY
ARTMENT OF DEFENSE

- Create New Account

1y SianUptostart
kk v using MIAP today.

- Non-CAC Account
M: ement

Create or Reset your
password online

~ DFASI/DCPS CAC Enablement

This message is only for DFAS/DCPS mission partners that have been

- Support
Need help? Use one of
? | oursupport options

System Status

S|

directed to use the MZF CAC/PKI sessions.

Before these sessions can be utilized, you must first register your CAC
“Identity” certificate to your MZF DCPS userid using the z/OS PKI
Account Toolkit (zPAT) utility at the link below:
https:/imzf.csd.disa.milzpat

Link Library

2I0S PKI Account
Management Tool Kit
(zPAT) User Guide
RWEB12 Enhancement
Guide

MIAP Users Manual
STARS PKI Registration
USMC Registration
OCHA UTS User's Guide
MOCAS User's Guide
GAFS/IAPS User's Guide
GAFS/IAPS UTS Terminal
1D Procedures
GAFS/IAPS FTP Guide

Instructions on how to register can be found in the zPAT Users Guide
here: ZI0S PKI Account Management Tool Kit (zPAT) User Guide

» Attention All MIAP Customers "Bad Key Format" Error
» Attention All MIAP Customers "JAVA Update Prompt™
» MIAP Account Deletion Procedures

Below | have a Government issued Smart Card select "CAC".

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

To create your MIAP account, please select the appropriate option below
I have a Government issued Smart Card

PIV Card

I do NOT have a CAC / PIV
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You will be prompted to choose a certificate please choose the DOD CA
certificate.

Windows Security @

Select a Certificate

[ - CHILCOTE
Issuer: DOD EMAIL CA-30
Valid From: 8/16/2013 to 9/16/2016

CHILCOTE
Issuer: DOD CA-30
Valid From: 9/16/2013 to 9/16/2016

Click here to view certificate prope...

OK l l Cancel
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Once you choose a certificate you will be presented a form to fill out to obtain a
MIAP account. You must choose “OKC” as your Community of Interest from the
drop down menu. You must also enter your email address as it appears on your
CAC card. Fill in all information on the form and click on submit.

To create a new accont or modi n exiating MIAP account please fill ont all the information
below.

v will result in you account not being ciealed.

caslhle, the Informatlon helng requearad wlill ald us

g you in the tuture.

Failure o completely il out th
Please flll our the form aa accurarely a?
in suppo

Mleaae make a saelection =

Comumunity ol Interest:
r“—m |
n? . Trrr— orcoroe —— T

Description: You MUS ] select _Volur appropnate "Community” tor this freld. s field determimes what
sesvions you will receive whorn your accourd s eroaled. The liclds isled in he drop downe box are
aimilar to the SWA linka on the SWA homepage

Lmail as it appears on your CAC:

Description: Thiz field MUST contain the e-mail addrezz that iz reqizstered with your Dol CAC card. If
you pul an e-rmald address hal dillers rorrnr thal ol your Do CAC vard, your CAC/FKI aulhernlivalion (v
MIAP will not worik propeily.

Insttuctions on how W vbtain youw 8 mail address hom your CAC Card
Plcasc retype your cmall address:

Description:: Your ¢ il lisled i iy field mmust rnalch the o mail address eridered i Ficld 2.
4 digit PIN:
Description: |ins held snould cordan a 4 digil ZIN hal will be used i resellng your acvceour! i the

fuiurc. Without it you will not be able to rcsct your password. When logging into MIAP you must usc
your CAC pin.

Organization: |
Descriprion: Thia field anould contain your Dol organization, max 30 charactera (ie NDISA DFAS,
etc)

Commercial phone number including area code: I

Description: Thiz field is for your commerical phone number, including area code. Thiz iz a free form
loxl iwld, you miay eriler your phornie nurnber wilir or wilhoul the "-"'s.

DSN pretix:
Description: lhis field wil contamn your DSEN prefix.
Subrml I

Once your account has been created, you will receive a message that your
account has been created and also an email. You may now shutdown your
browser.

3
"”

C X || B DISA Muti-Host Internet A

@ o Mtps st disa.mal arots A P~

Ele fdt Yiew Fpvodtes Jools Help

D‘BAoiu INFORMATION SYSTEMS AGENCY
P, SE

Your account has been created.
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The following pages contain screen prints and additional step
by step procedures to Logon to MIAP

From any browser go to URL https://miap.csd.disa.mil

Click on ENTER MIAP PORTAL

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

You are accessing a U.S. Government (USG) information system (I1S) that is
provided for USG authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

= The USG routinely intercepts and monitors communications on this IS for purposes including. but
not limited to. penetration testing. COMSEC monitoring. network operations and defense,
personnel misconduct (PM). law enforcement (LE). and counterintelligence (Cl) investigations.

= At any time, the USG may inspect and seize data stored on this IS.

= Communications using. or data stored on. this IS are not private. are subject to routine monitoring.
interception. and search, and may be disclosed or used for any USG authorized purpose.

= This IS includes security measures {e.g.. authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

= Notwithstanding the above. using this IS does not constitute consent to PM. LE or CI investigative
searching or monitoring of the content of privileged communications. or work product. related to
personal representation or services by attorneys. psychotherapists. or clergy. and their assistants.
Such communications and work product are private and confidential.

Home | About DISA | Security & Privacy | PfRtormation Act | No Fear Act Notios | DoD

Click on the login button

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

~ Create New Account = Non-CAC Account ~' Support

P Need help? Use one of

_\y, SianUpto start Management
(L our support options

.. v using MIAP today. Create or Reset your
q password online
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Once you click on login you will start the MIAP authentication process. You may be
prompted to enter a CAC pin. Once you enter your CAC pin click on “OK”.

[ ActivClient Login

Actividentity

ActivClient

Please enter your PIN.

PIN Il

/ | oK I Cancel

You will be prompted to “Choose a digital certificate”. Choose the DOD CA certificate.

~

|£ | Choose a digital certificate -'

The host you are connecting to requires that you identify yourself using a digital certificate.
Please choose one certificate.

| Type / | Mame | Issuer |
Email signature CN=DOD EMAIL CA-30, OU=PKI, OU=DoD, O=U.5. G...
CN=DOD CA-30, OU=PKI, OU=DoD, O=L.5. Governm...

"l

View certificate...

ok | | cancel

7 of 17



Session Selection and Terminal Setup

After signing onto MIAP Portal: From any browser at URL
https://miap.csd.disa.mil

Select and Double click the _OKC OCHA (Your Application) (443 sessions) (NOTE:
443 sessions are usually what customers access when using MIAP, however if

users are experiencing timeout issues they need to use the OCHA sessions that
have a {V2} behind the session name. Examples of 443 sessions: _OKC OCHA
PBAS ; _OKC OCHA SNIPS ; _OKC OCHA CRISPS ; _OKC OCHA HQARS ; _OKC
OCHA DEMAND ; Etc.

OR

Select and Double click the _OKC OCHA (Your Application){V2} (NOTE:
The {V2} sessions are accessed when users are experiencing timeout issues
with using the 443 sessions (sessions without {V2}’s behind them). If a user
attempts to use the {V2} sessions and receives the following error **
*NETWORK OPEN REQUEST FAILED: PATH TO DESTINATION IS DOWN**"
please contact the Multiservice OST.

Examples: _OKC OCHA PBAS {V2}; _OKC OCHA SNIPS {V2}; _OKC OCHA

CRISPS {V2}; _OKC OCHA HQARS {V2}; _OKC OCHA DEMAND {V2}; Etc.

EBIType IName . IGrDuping I
[Frrim, OKC OCHA CPETR {v2} = |
G CKE OCHA - CRISPS J
b OKC OCHA - CRISPS {v2)

[bridm  OKC ©CHA - DEMAND
brim  |OKC OCHA - DEMAND {vz}
Brdm  OKC OCHA - HOARS

forshm OEC OCHA - HOARS V2t
Lrim  |OKC OCHA - PBAS

Brdm  OKC OCHA - PBAS {¥2}
[brshm  OKC OCHA - SMIPS

Lrdm  |OKC OCHA - SNIPS {v2}

TS, OKC OCHA - SYSTEM TRST |
Ackions ™ | IQ' Administrative WebStation I

NOTE: DFAS—Cleveland DRO and Ship-shores users should be using DEMAND Sessions

On the following page a table will give you a description of each session.
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DFAS-IN Application Name TASP MIAP Names on Link List Screen System type Comments
Applications Setting '\ OCHA Setting
Envionment Names
PBAS TCP TIPCSU OKC OCHA -PBAS [V1} Production PBAS supports both PBAS-Funds
OKC OCHA - PBAS Distribution (FD) and PBAS Order
Contral (OC)
CRISPS TAP TIPCSU OKC OCHA - CRISPS {V21} Production
OKC OCHA - CRISPS
Test (Tip) TAT TIPCSU OKC OCHA - TEST (Tip) {V2} Test TIP Test envionments for PBAS, DTRS,
OKC OCHA - TEST (Tip) and CRISPS
Validation (Tip) TAV TIPCSU OKC OCHA - Validation (Tip) {V1} |Validation TIP Validation envionment for PBAS,
OKC OCHA - Validation (Tip) DTRS, and CRISPS
System Test (Tip) |TAST TIPCSU OKC OCHA - System Test {V2} System Test TIP System Test envionments for PBAS,
OKC OCHA - System Test DTRS, and CRISPS
DEMAND DEMAND RSDCSU  |OKC OCHA - DEMAND {V1} Non-tip Applications & DEMAND is used in the programming
OKC OCHA - DEMAND Programming Access maintenance of all applications (HQARS,
PBASFD & OC,DTRS, SNIPS, CRISPS,
and DJMS-AC & RC)
HQARS DEMAND RSDCSU  |OKC OCHA - HQARS {VI} Non-tip Applications & Start up for HQARS Menu Selection &
OKC OCHA - HQARS Programming Access Applications
SNIPS DEMAND RSDCSU  |OKC OCHA - SNIPS {V2} Non-tip Applications & Start up for SNIPS Menu Selection &
OKC OCHA - SNIPS Programming Access Application

NOTE: You will only be able to sign-in to an application(s) that you have authorization to
access. Example: If you are authorized access only to PBAS-FD you will not be able sign into
SNIPS, CRISPS, etc. If you have access to more than one application, you will be able to set-up

a connection for each one by selecting another Link and entering a different Terminal ID for

each session opened. You will have to contact the DFAS Security Office to obtain additional
Terminal Id(s). DFAS—Cleveland DRO and Ship-Shore users should be using
DEMAND Sessions.

Once you get to the UTS screen you need to complete the setup by selecting

Connection drop down and select Connection Setup.

€3 OKC OCHA - PBAS

File Edit | Conmection Setup Macro  Views Administration  Help

Conneck

Disconnect

Row= 3 Col= 1

I [=] =

NOPO

Ell E= 3

uts || UTS60 || Disconnected

intl:fimispproxy csd.disa.mil: 443

e Enter your Terminal ID and Select the Connect at Startup Box, then click on

OK.
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| 23 Conncction Sctup |

Hnosk: © (VI mlannroxy . eael. | SSILSTIS... l

rrotocol: (1T -1 Aadvanced... |

AN S g - |

Apgile stoue: fiow

TSaP: |TIPzSU

Toailioal Teamwson Livwnaz l

7+ Spoclky torminal I0
Torminal IC: I

©° Uzo I0 Managor Comtiqure I

(~SIingle zlgn on macro

A zingle zign-on macre has not been recorded.

lc-o not record a single slgn-cn macro - l

I Reconnect when host terminates connection

I Conneck aF skarknin

I Lonnact l OK I Cancel l 1lelp I

Users are assigned Terminal Ids by DFAS Security Office. If you do not
remember or know what your Terminal Id is, contact the DFAS Security Office
at E-Mail Address: accessrequestindy@dfas.mil. This is the same POC for
Password reset.

NOTE: You will only be able to sign-in to an application(s) that you have
authorization to access. Example: If you are authorized access only to PBAS-FD
you will not be able sign into SNIPS, CRISPS, etc. If you have access to more than
one application, you will be able to set-up a connection for each one by selecting
another Link and entering a different Terminal ID for each session opened. You
will have to contact the DFAS Security Office to obtain additional Terminal Id(s).

Printer Set-up for Printing FADs

10 of 17


mailto:accessrequestindy@dfas.mil

Printer setup can be changed to print PBAS Reports & FADS or to printin
Landscape with-in TIP applications (No changes are needed to print Portrait)

Set your terminal by selecting Setup>Terminal>Display.

9 OKC OCHA UTS Telnet -3 x
File Edit Connection | Sstup  Macro Views  Administration  Help

Terminal...

1 Color...
Button Palette. ..

Keyboard, ..

Mouse. ..

Row= 3 Col= 1 NOPO

The Terminal Setup screen will appear click on the display tab

ETerminal Setup

Cursor

Cpkions

Screen rows: (24 jl Cursor shape: [Full block -

Screen columns: |30 jl v Elinks [+ Visible

System besps: |3 :l [ Cursor color:

Ruler type: | Crosshair hd

[ Ruler color:

[ wisible

Ok Cancel Defaults Help
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Change the Screen Columns from 80 to 132. Select OK.

Kevboard Display I Fonts |

—Opkions

Screen rows: |24 il

Screen columns: |132 il

Swskem beeps:

Cursar

Cursor shape: IFuII block. - I

v Blinks v Wisible

I Cursor color:

Ruler type: ICrosshair

I Ruler colar:

[ —
=l
{ —

I~ visible

Ok Cancel

I Defaulks Help

Then select Fonts Tab. Change Style to BOLD. Select Minimum Point size to 12,

and Used Fix Size to 24. Select OK.

£3 Terminal Setup

Keyboardl Display Fonts I

Fonk: IRWeh vI
Skwle: IPIain 'l

ABCDEFGHIJK

abcdefghijkimnopg
1234567890_1@#$%

Font size

i+ Scale font ko fit kerminal display
I Minimurn poink size: |12 ﬂ
i Use fixed point size: IlEi ::I

Text antialiasing: IOn - I

I Preserve character proportions
I Preserve character spacing
I Craw slash through zeros

T Use Bitmaam femt Bar small sizes

(o]

Cancel I Defaults I Help
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You now need to change the Page Setup. Click on File>Page Setup
R ——— e o S

File Edit Conmection Setup Macro Wiews administration  Help

FTP...

Prink Screen

Prinkt Selection

I Save and Exit...

— AT

Eima

Row= 2 Col= 1

Change the Orientation to Landscape. Click on ok

EArage Setup

Paper =size

|.ﬁ.l_|t|:| j

Left: [0.5 jl in right: [o.s jl in
Top: 0.5 = in Eottorm: 0.5 = in

orientation Units of measurerment
- Auko t* Inches
{— Porkraik - Millimeters

Page options. .. |

| (w] 4 I Zancel Defaults Help |
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In page options leave default font Monospaced; leave Scaling at 100; Leave Rows at 60 and
Change Columns per row to 132. Select OK for Page Options and then OK for Page Setup.
Select File and then Exit.

€5 Fage Options =<l

Te=kt Formak

Scalina

erzoneat: 1000 =] e wertical: (1000 =] e

Dimensions

ROws DeEr pacs: Columnhs peEr Foes
eo = > =0
= 132

< [ =

Primnk screen

FPags headsr: | |

Heomdor JustiFicarion:

Fags Fooksr: | |

Fookar justification:

[ =17 ] [ —ancel ] [ C=Faults ] [ Help ]
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MIAP Unisys Secure FTP

From the MIAP session list select and double click the _OKC OCHA CPFTP {V2}:

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Columbus Site B

L ae scezs ng Refledicn as

T 120 O — F 5, CL=PK” Dl =", C=l S

Geoupinz

OKC CCHA - ZEMORD
OKC CCHA - RIS

RIS QUL RIBI (TEZ™)
0D PRIVTER - PORTIATT 4¥2Y

The FTP Screen will open: Enter your Unisys User Name, and Password then select Connect.
The account field can be left blank, it is not needed.

File Connection Setup Help

o ®EEd®hE S e f 00[E]

Local files: CIN-41157927 Server files

IC:\Documents and Settings\BILL_CAMERONMy Documents\MyA-W( v |

|
S T i T -

[ ] Name | Size [ Mod | Atrib
) Corp_Serv 1071242007 07:12 A
1) ftp_bat 0 007 07:4 !
I haars dmdc £ Connect to Server
) telnetpw_chg
[ Unisys FTP
= file_transfer . PDF 40,57 .
] file interface.xls 18,43 |
@J File Transfer Conversion es... 23,04 5 =
%] File Transfer Reqsv4.doc 73,77 Password: \ & |
1] File Transfer Reqsvs.doc 74,24 — - e
1] File Transfer Regs¥3.doc 76,50  Account: | |
E] FTConCostsHQARS.xIs 115,208
&) FTConCostsPBAS. xls 119,808
Elj FTConversionCosts. xls 1,063,47] [Lcomnece ] [ concel | [_relb |
B FTLIST.xIs 20,45
&1 ftp_process.xls 28, 672sconnected

< :>7'}|1

FTP console

FTP> |
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You are now log on and ready to transfer files.

B _OKC Y1320 OCHA CPFTP. EBEX
File Connection Setup Help
Il

ofe] o] o[ ] & [w[o] =] &l 0[F =] o] =

1010
Siiat

Local files: CIN-41157927 Server files: (I
Ic:Documents and SettingsiBILL_CAMERONIDeskton ;‘ JENTER-DIRECTORY-NAME (]
| Narmz | Size | Modified Attribu | Name | Size | Modified Amibute§ Owne
(] PBAS Users 12/12/2008 10:57 .

Saac.ipeg.Ink 671 04/20/2006 08:58
EE12.jpeg.Ink. £78 03/06/2006 13:39
ABCFLOW.EME bl 356 12/21/2006 10:00
Avuess 200300k 2,471 02/02/2003 07.57
AccMar32.exe.ln< 914 04/26/2007 11:11
ADD_PERS xls.Ink 674 02/28/200515:04
b751.jpeq.nk 671 04/20/2006 08:58
Billy hockey.JPG.Ink 751 04/17/2008 07:04
rlefineg Ink R7R N3/MNAR20NA 13-4N
DBED32.exe.Ink 902 04/26/2007 11:13
DrAS Asset Inventory 0212... 051 02/10/2000 00:20
DFAS CMIS.Ink 1,707 07/08/2003 08:33
DISA MIAF 5A.ul 134 U4A13/2009 10:40
DISA MIAP TestPortal Sé.uil 183 08/11/2008 11:56
DMI Engineering\Website -- ... 184 05/18/2007 09:14 j 4| | L]

FTP console

226 Transfer complete. -l

FIPs |

Connected | fio./ AR o~ | 3.1 RSA with tiple DES

1. Enter the GET to retrieve files from the remote Server or Mainframe OCHA on the command Prompt
FTP>:

Unisys file ==» Local file.ext

FTP> Get Qualifier*file_name. File_name.txt

Example: Get HFJT-O*TEST. Test.txt (below is a screen print showing the get command)
2. Orto PUT local file to the remote Server or Mainframe OCHA

Local file.ext ==»  Unisys file
FTP> Put File_name.txt Qualifier*file_name

Example: PUT Test.txt HFJT-O*TEST.

ax

FT2 coscle

'ITIjP.T"*i

2000 E0XT commard successful.

LIST
~50 Cpanirg ASCTI node data conne-t_on for -urreat corectory

total 1
226 Transfer ccoplete.

FIP> GET 3JFIT-TB*TEST.TZT TEST.TXT

Conected || tp /AN 0



When you have completed your File transfer go to File Save and Exit or click on the X in the upper right
corner.

OKC ¥T320 OCHA CPFTP P =]

File Connection Setup  Adminiskration  Help

Heset Freferences = @I@Imlﬁl ﬁf‘lﬂllﬁl DDIE ;I r-IQ”EHECI'&H:ﬂIiI

Z03 —Server files
I C\Documents and Settings LI I _I
=] Marne | size | Modified |2 =] Marne | sSize | Modified | attrib.. ]
I - SunDownloadrManager 03292010 12:02  a
I all users ogfiafz0ln 16:34
£ Desktop 0sf05iz011 11:22
i DLA Drive (EX.LNK 09yz7iz009 21:52
) Favorites O7f15/2011 14:21
) McAfee DLP Quarantined Files 04/13/Z2010 09: 16
) My Documents OFjzayz011 12:03
I program Files 09/13/2010 22:55
I reflectionweb 11052003 13:38
I reflectiorweb_beta 0sfz0fz009 10:52
=) Stark Menu 06/01/2011 15:52
) Tracing 01/14/2009 09: 16
ddd 7 09Yz9iz009 13:56
dddd Z 01/06/2010 16:24
| JETRTITI P P T ey
T i

~FTP console

FTP> |
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