DSS CAC REGISTRATION using the DISA zPAT Utility - (Quick-Ref)
(September, 2016)

The following is a short instruction guide on — “How to” register your CAC certificate to the DSS z/OS
mainframe using the DISA zPAT utility. For more detailed instruction on the DSS CAC Registration process,
please see: J62D DSS CAC Registration Document

*** CAC REGISTRATION for DSS CAC Enablement Logon(s) ***

First for (existing) DSS Users, using your Internet Browser, navigate to one of the following DSS URL’s to
register your CAC certificate & PIN to the DSS system(s) RACF security environment. (NOTE: If (all) three
DSS systems are required, you MUST register your CAC certificate to (all) three RACF security

systems separately.)

MUA use https://mua2.csd.disa.mil/zpat (DSS Production Users)
MUY use https://muy?2.csd.disa.mil/zpat (DSS Test Users)
MUL use https://mul2.csd.disa.mil/zpat (DSS Development Users)

A display page will be presented to you with the DoD banner page. You will then be asked to select a certificate
from the browser certificate store. For DSS CAC Enablement, YOU MUST SELECT the “DoD CA ldentity
Certificate”; NOT THE “DOD CA EMAIL Certificate”. The email certificate will not work for this CAC
enablement process.
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When the Certificate is accepted, the following screen should be displayed:
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https://mua2.csd.disa.mil/zpat
https://muy2.csd.disa.mil/zpat
https://mul2.csd.disa.mil/zpat

This is the DISA zPAT Home page. From here, you are given the choices Manage Certificate Registration or
Reset Password. For CAC Registrations, select “Manage Certificate Registration” button to register your
CAC certificate to the DSS host mainframe. Note that a CAC registration or deregistration can only be successful
for DSS users with a current DSS Userid and permanent password. If you do not have a current password, please
contact the DLA EHD.

Next, the Manage Certificate Registration screen will display the certificate for your verification and give you the
option of either registering or deregistering your CAC. To register your certificate, select “Register” as shown

below.

[E=H | BEN =X

e ‘(\'2“|:§:} https://mua2.csd.disa.mil/zpat/manage.html O ~ @ & ‘ & Manage Certificate Registr... {;D {H {€§

Department of Defense > Defense Information System Agency
> 2105 PKI Account Toolkit v1.1

et Unolassified//For Offiolal Use Only ==

Manage Certificate Registration

€ Home
Tser ID: NUO3547

Certificate

Common Name: FLETCHER.STEPHEN.ROBERT.1153124510
Country:
State or Providence:

Locality:

Organization: U.S. Government
Organizational Unit: CONTRACTOR
Serial Number: 3e:9e:b3

Issuer

| Common Name: DoD CA-32 |
State or Providence:
Locelity:
Organization: U.S. Government
Organizational Unit: PKI

+ Register © Deregister
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Once you have clicked “Register”, you will be prompted for username and password. Here you will

enter your DSS username/UserID and password for the mainframe to which you are reqgistering your

certificate:

Usaer ID: WOT REGISTERED

Certificate

Please sign in

Common Mame: C
Country: U3
Stace or Provi Username:
Locality:

COrganization:
Crganizational
Serial Number:

Password:

Issuser

Common MNames: D
Country: US
State or Pr et
Locality:

COrganization: . -
Crganizational Unit: PHKI

+ Register &= Deregister




Upon successful CAC registration, the “Response” line at the top left of this page will change to:

Response: success

** You have now successfully registered your CAC card and are now ready for DSS CAC sign-on! **
Please see: J62D DSS CAC Enablement User Guide for z/0S
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